
1 

IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

BERKLEY INSURANCE COMPANY, as 
subrogee and assignee of PPL 
CORPORATION

) 
) 
)
)

Plaintiff, )
) Civil Action No.: 2:25-cv-5092

vs. )
)

ALLIANCE SYSTEMS INTEGRATORS, 
INC.

) 
)
)

                             Defendant. )  

COMPLAINT 

Berkley Insurance Company, as subrogee and assignee of PPL Corporation, complains of 

Defendant, Alliance Systems Integrators, Inc., as follows: 

PARTIES AND JURISDICTION 

1. Alliance Systems Integrators, Inc. (“Alliance”) is a New York corporation with its 

principal place of business in New York.  

2. Berkley Insurance Company (“Berkley”) is incorporated under the laws of the State 

of Delaware and maintains its principal place of business in Connecticut. Berkley is the assignee 

and subrogee of PPL Corporation (“PPL”),1 a Pennsylvania corporation with its principal place of 

business in Pennsylvania, with respect to the loss alleged in this Complaint.  

3. This Court has jurisdiction over this case pursuant to 28 U.S.C. § 1332(a) as 

Plaintiff and Defendant are citizens of different States and the amount in controversy exceeds 

1 Narragansett Electric Company, a Rhode Island corporation d/b/a Rhode Island Energy (“REI”) 
is a related corporate entity to PPL Corporation and was also insured under PPL Corporation’s 
insurance policy with Berkley. “PPL” shall refer to the related corporate entities insured under 
the Berkley policy and/or involved in the events underlying this complaint.  
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$75,000.  

4. Venue is proper in this District pursuant to 28 U.S.C. § 1391(b) because a 

substantial part of the events or omissions giving rise to the claims occurred in this District and 

the Law-Forum-Jury Waiver clause in the applicable Master Services Agreement (the 

“Agreement”) provides for the application of Pennsylvania law and for suit to be brought in this 

Court.  

ALLIANCE’S CONTRACTUAL OBLIGATIONS 

5. On or about July 18, 2022, Alliance entered into the Agreement with PPL Services 

Corporation to provide work and services.2

6. The Agreement provides specific obligations on Alliance in the event of a Security 

Incident, which are outlined in Section 9 of the Agreement. The Agreement broadly defines 

“Security Incident” to include a “known or suspected compromise of [Alliance] hosted websites, 

networks, systems, platforms, or applications…” or “a malicious act or suspicious event that 

compromises or may reasonably compromise the cybersecurity of [Alliance] systems or networks 

connected to information technology or operations technology…” In the event of a Security 

Inclident, Alliance was required to provide notice of the Security Incident to PPL within 24 hours.  

7. Pursuant to Section 10 of the Agreement, Alliance agreed to “take all necessary and 

reasonable steps to protect Information against any unauthorized access or improper use during 

both storage (while “at rest”) and transmission while in [Alliance]’s…care, custody, or control.” 

8. Pursuant to Section 11 of the Agreement, Alliance expressly agreed to indemnify: 

2 Per the First Amendment to the Agreement, effective June 23, 2023, Alliance and PPL Services 
Corporation agreed that REI would be incorporated into the “terms and conditions of the 
Agreement as if RIE was [PPL Services Corporation] so that [Alliance] can perform Work for 
RIE.” 
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(a) from and against all… Losses3 related to, arising out of, based upon, occasioned 
by, or in connection with Claims brought against any or all [PPL] Indemnities: 

(i) Arising from or in any manner relating to any [Alliance] Parties’ 
performance of the Work,4 the Materials… or failure to comply with the 
terms of this Contract, including the Performance Standards5 whether 
(x) arising from or in any manner relating to (1) the active, passive, or 
concurrent negligence, including gross negligence, or other legal fault 
of one or more [Alliance] Parties… or (y) based on tort, contract or any 
other legal theory.  

*** 
(vii)  arising from or… relating to any act or omission of any [Alliance] 

Party that results in… a breach or disclosure of data or information 
from [PPL]’s computer systems… on which [PPL]’s data and 
information… is stored…” 

9. Further, the terms of the Agreement expressly provided that “(c) … It is the intent 

of Section 11(a) to absolve and protect [PPL] from any and all Losses arising in whole or in 

part out of any alleged active, passive, or concurrent negligence, including gross or sole 

negligence, of [PPL] …” (emphasis in original). 

10. Section 13 of the Agreement extended Alliance’s agreement to indemnify to 

Security Incidents specifically, providing that “[w]ithout limitation of any indemnification 

obligations set for in the Contract, [Alliance] hereby agrees to indemnify, defend and hold 

harmless [PPL Services Corporation and] its Affiliates… from and against any and all Claims and 

Losses… where such Claims arise out of a Security Incident…” 

11. The Agreement also includes an Information and System Security Agreement, 

emphasizing the importance of information and electronic security to the parties, and highlighting 

3 The Agreement defines “Losses,” in relevant part as “any and all losses, liabilities… 
obligations… deficiencies, costs and expenses whatsoever…”  

4 Defined as “the work and services to be provided by Contractor… pursuant to or as 
contemplated by this Contract… 

5 Defined as “any and all requirements under Applicable Laws.. Good Industry Practices…” 
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the materiality of system security as a material term of the underlying Agreement.  

BREACH OF ALLIANCE’S EMAIL SYSTEM 

12. During the course of Alliance’s business relationship with PPL, Alliance issued 

invoices to PPL’s accounts payable team seeking payment for work and services provided pursuant 

to the terms of the Agreement.  

13. Following receipt and approval of the invoices, PPL paid the invoices by 

transferring money via ACH to Alliance’s banking instructions on file with PPL.  

14. On July 24, 2023, as a result of Alliance’s failure to secure its email accounts, an 

unknown perpetrator (the “Threat Actor”) utilized one of Alliance’s manager’s email addresses to 

provide false ACH Transaction Routing Instructions to PPL’s accounts payable team and request 

that PPL update the ACH payment information associated with Alliance to a third-party bank 

account.    

15. Upon information and belief based on the available correspondence, Alliance did 

not inform PPL that its email system had been compromised by the Threat Actor within 24 hours 

or another reasonable time period as required by its contractual obligations.  

16. Acting in detrimental reliance on the ACH Transaction Routing Instructions and 

update request sent from the Alliance manager’s email account, and without knowledge that the 

email account was compromised, PPL’s accounts payable team updated the ACH payment 

information for Alliance to the third-party bank account.  

17. On August 18th, 23rd, and 24th, 2023, seeking to pay Alliance for work and services 

performed pursuant to the terms of the Agreement, PPL issued wire transfer payments in the 

amounts of $322,941.59, $325,110.22, and $357,320.71, respectively, totaling $1,005,372.52 to 

the third-party bank account provided by the Threat Actor (the “Misdirected Transfers”).  

18. PPL ultimately discovered the Misdirected Transfers on or about September 7, 
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2023, after Alliance followed up on the status of outstanding invoices resulting from Alliance’s 

work and services.  

19. As a result of Alliance’s failure to secure its company email accounts, the Threat 

Actor’s impersonation of Alliance’s manager through use of the manager’s legitimate email 

account, PPL’s detrimental reliance on the ACH payment information issuing from Alliance’s 

legitimate email account, and Alliance’s failure to immediately alert PPL to the missing and/or 

late payments, PPL was damaged in an amount in excess of $1 million. 

20. After discovering the Misdirected Transfers, PPL submitted an insurance claim 

seeking indemnification under its commercial crime policy issued by Berkley (the “Claim” 

submitted under the “Policy”). Berkley evaluated the Claim, determined that the Claim was 

covered under the terms and conditions of the Policy, and after application of the deductible, issued 

payment to PPL. 

21. As consideration for that payment, PPL acknowledged Berkley’s subrogation rights 

and assigned to Berkley any and all of its rights, titles, interest, claims, causes of action, or rights 

of recovery arising from or relating to its loss to the extent of Berkley’s payment. 

22. Berkley now pursues recovery against Alliance for PPL’s loss as both a subrogee 

and assignee of PPL. 

COUNT I: IMPOSTER RULE LIABILITY 

23. Berkley incorporates the foregoing paragraphs as if fully set forth herein.  

24. Alliance had a duty under the Agreement and Pennsylvania law to exercise 

reasonable care under the circumstances, including by securing its email accounts, immediately 

informing PPL of a compromise to its email accounts, and promptly alerting PPL to missing 

payments.  
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25. Alliance breached this duty and failed to use ordinary care under the circumstances 

by failing to secure its manager’s email account, allowing the manager’s email account to be used 

by the Threat Actor, not immediately notifying PPL to the compromise of its manager’s email 

account, and failing to immediately notify PPL to missing payments.  

26. PPL used reasonable care in the circumstances and/or its conduct is excused 

pursuant to  the Agreement, which provides, “It is the intent of Section 11(a) to absolve and protect 

[PPL] from any and all  Losses arising in whole or in part out of any alleged active, passive, or 

concurrent negligence, including gross or sole negligence, of [PPL] …” PPL performed all other 

obligations and/or its conduct is excused. 

27. As a result of Alliance’s breach of its duty to exercise reasonable care under the 

circumstances, PPL incurred substantial damages in excess of $1 million through issuing payment 

to the account identified in the email the Threat Actor sent from Alliance’s legitimate email 

account. This loss was a foreseeable harm resulting from Alliance’s failure to secure its email 

accounts and failure to immediately advise PPL of the compromise of its email accounts.  

28. PPL submitted its Claim to Berkley for this loss and Berkley issued payment to 

PPL pursuant to the terms and conditions of the Policy.  

29. As a result of its claim payment and a separate assignment from PPL, Berkley has 

standing to recover from Alliance as PPL’s assignee and subrogee. 

WHEREFORE, Plaintiff Berkley Insurance Company, as subrogee and assignee of PPL 

Corporation, requests that a judgement be entered against Defendant, Alliance System Integrators, 

Inc., for the Misdirected Transfers, an award of all attorneys’ fees and costs incurred in bringing 

this action, an award of pre-judgment and post-judgment interest, and for such other or further 

relief as this Court deems just and necessary.  
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COUNT II: BREACH OF EXPRESS CONTRACT 

30. Berkley incorporates all foregoing paragraphs as if fully set forth herein.  

31. Alliance expressly agreed to: (1) notify PPL within 24 hours of an Security 

Incident; (2) “take all necessary and reasonable steps to protect Information against any 

unauthorized access or improper use during both storage (while “at rest”) and transmission while 

in [Alliance]’s…care, custody, or control”; (3) indemnify PPL for Losses caused by Alliance’s 

“failure to comply with the terms of this Contract, including the Performance Standards”; (4) 

indemnify PPL “from and against any and all Claims and Losses… where such Claims arise out 

of a Security Incident…”; and (5) comply with the terms and conditions of the Information and 

System Security Agreement. 

32. Alliance (acting as itself and through its agents, subsidiaries, employees and/or 

contractors) breached its contractual obligations, including by: (1) failing to secure its manager’s 

email account; (2) allowing the manager’s email account to be used by the Threat Actor; (3) not 

immediately notifying PPL to the compromise of its manager’s email account; (4) failing to 

immediately notify PPL to missing payments; and (5) failing to indemnify PPL for the Misdirected 

Transfers. 

33. PPL performed all obligations under the Agreement, or such conduct is excused.   

34. Due to Alliance’s breach of its contractual obligations, PPL incurred a loss in 

excess of $1 million.  

35. PPL submitted its Claim to Berkley for this loss and Berkley issued payment to 

PPL pursuant to the terms and conditions of the Policy.  

36. As a result of its claim payment and a separate assignment from PPL, Berkley has 

standing to recover from Alliance as PPL’s assignee and subrogee. 
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WHEREFORE, Plaintiff Berkley Insurance Company, as subrogee and assignee of PPL 

Corporation, requests that a judgement be entered against Defendant, Alliance System Integrators, 

Inc., for the Misdirected Transfers, an award of all attorneys’ fees and costs incurred in bringing 

this action, an award of pre-judgment and post-judgment interest, and for such other or further 

relief as this Court deems just and necessary.  

COUNT III: BREACH OF IMPLIED CONTRACT 

37. Berkley incorporates all foregoing paragraphs as if fully set forth herein.  

38. Implied terms to the contractual agreement between Alliance and PPL were that 

Alliance would keep its email accounts secure and that Alliance was responsible for the security 

and accuracy of information sent from its legitimate email accounts. These implied terms were 

material to the Agreement between Alliance and PPL and formed binding obligations upon 

Alliance.  

39. Alliance’s email accounts were not in fact secure and instead were used by a Threat 

Actor to provide ACH instructions and a request to update Alliance’s bank account to a third-party 

account. PPL sent the Misdirected Transfers in reliance on this information from Alliance’s 

legitimate email account and was unaware of the Misdirected Transfers until September 7, 2023 

due to Alliance’s failure to alert PPL to the breach or the missing payments. Alliance therefore 

breached its implied contractual duties by failing to keep its email accounts secure, failing to 

prevent the Threat Actor’s use of its email account, failing to immediately notify PPL of the 

compromise of its email account, and failing to promptly notify PPL of the missing payments. 

40. PPL performed all obligations under the Agreement, or such conduct is excused.   

41. Due to Alliance’s breach of its implied contractual duties, PPL incurred a loss of in 

excess of $1 million in sending the Misdirected Transfers to the third-party bank account.  
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42. PPL submitted its Claim to Berkley for this loss and Berkley issued payment to 

PPL pursuant to the terms and conditions of the Policy. As a result of its claim payment and a 

separate assignment from PPL, Berkley has standing to recover from Alliance as PPL’s assignee 

and subrogee. 

WHEREFORE, Plaintiff Berkley Insurance Company, as subrogee and assignee of PPL 

Corporation, requests that a judgement be entered against Defendant, Alliance System Integrators, 

Inc., for the Misdirected Transfers, an award of all attorneys’ fees and costs incurred in bringing 

this action, an award of pre-judgment and post-judgment interest, and for such other or further 

relief as this Court deems just and necessary.  

PRAYER FOR RELIEF 

WHEREFORE, Plaintiff Berkley Insurance Company respectfully prays for the following 

relief: 

1. That a judgment be entered against Defendant, Alliance System Integrators, Inc. 

and in favor of Plaintiff for the Misdirected Transfers in an amount to be proven at trial;  

2. That Plaintiff be awarded any and all additional compensatory damages in an 

amount to be determined at trial;  

3. That Plaintiff be awarded all costs and attorneys’ fees incurred in bringing this 

action;  

4. That the Plaintiff be awarded prejudgment and post judgment interest on all 

damages; and 

5. That Plaintiff be awarded such further and general relief as this court may deem 

appropriate.  
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Date: September 4, 2025 

Respectfully Submitted, 

By:

GORDON REES SCULLY MANSUKHANI, LLP 

/s/ Peter Siachos
Peter Siachos (#318250) 
Gordon Rees Scully Mansukhani, LLP 
Three Logan Square 
1717 Arch Street, Suite 610 
Philadelphia, PA 19103 
psiachos@grsm.com
Tel: (843) 278-5900 
Fax: (843) 804-4691 
Counsel for Plaintiff 
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I certify that, to the best of my knowledge and belief, that the remedy sought in this case        does / does not have implications 
beyond the parties before the court and        does / does not seek to bar or mandate statewide or nationwide enforcement of a state or 
federal law including a rule, regulation, policy, or order of the executive branch or a state or federal agency, whether by declaratory 
judgment and/or any form of injunctive relief.  

ARBITRATION CERTIFICATION (CHECK ONLY ONE BOX BELOW) 

I certify that, to the best of my knowledge and belief: 

               Pursuant to Local Civil Rule 53.2(3), this case is not eligible for arbitration either because (1) it seeks relief other than money damages; (2) the 
money damages sought are in excess of $150,000 exclusive of interest and costs; (3) it is a social security case, includes a prisoner as a party, or alleges a 
violation of a right secured by the U.S. Constitution, or (4) jurisdiction is based in whole or in part on 28 U.S.C. § 1343. 

               None of the restrictions in Local Civil Rule 53.2 apply and this case is eligible for arbitration.    

NOTE: A trial de novo will be by jury only if there has been compliance with F.R.C.P. 38. 
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